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Louisiana Governor Declares Statewide Emergency After Cyber-Attacks
Against School Systems
FEATURED AUTHORS:
Louisiana Governor John Bel Edwards, for the first time in history,
declared a statewide cybersecurity emergency last week, following
cyber-attacks against several school systems in the state. Read more
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DATA BREACH
New York Governor Signs Bill Expanding Data Breach Notification Law
Last week, New York Governor Andrew M. Cuomo signed a bill into law
that expands New York’s data breach notification law. The Stop Hacks
and Improve Electronic Data Security (SHIELD) Act brings the New York
data breach notification law on par with other state data breach
notification laws that have been amended in the last year or so. Read
more

NEW + NOW
Pay Attention to Your Firewalls
After the Capital One data breach, which was reportedly caused by an
improperly configured firewall, every company should be paying
attention to its firewalls. This is not the first data breach that has
occurred because a firewall was not properly in place for data stored in
the Cloud. Read more

DRONES
FAA Expands Drone Operations for Recreational Operators
As of July 23, 2019, the Federal Aviation Administration (FAA) expanded
the Low Altitude Authorization and Capability (LAANC) system to include
recreational operators. LAANC is a system built as a collaboration
between the FAA and industry stakeholders to help expedite the time it
takes to receive authorization to fly a drone under 400 feet in controlled
airspace. Read more
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OSHA’s Drone Initiative
The Occupational Safety and Health Administration’s (OSHA) drone
initiative has taken off. What does that mean for your company?
Currently, OSHA can only use drones for inspection activities with
permission from employers. However, that could leave you in an
uncomfortable position if you deny OSHA’s request to use a drone for its
inspection. How should you then handle it? If an employer allows OSHA
to use drones for its inspection, the employer should be involved from
the very beginning –the employer should assist with the development of
the flight plan, designate the visual observer, and get a written
agreement from OSHA that all data and photographs collected by the
drone will be shared with the company. Read more

PRIVACY TIP #201
Capital One Suffers Massive Data Breach
Many readers have reached out to learn about the Capital One data
breach and how it affects us. If you haven’t been watching the story
unfold as closely as I have, here is a summary of what happened, what
information was included, and what to do about it. Read more

Boston | Hartford | New York | Providence | Miami | Stamford | Los Angeles | Wilmington | Philadelphia | Albany | New
London | rc.com

© 2019 Robinson & Cole LLP. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission.
This document should not be considered legal advice and does not create an attorney-client relationship between Robinson+Cole and
you. Consult your attorney before acting on anything contained herein. The views expressed herein are those of the authors and not
necessarily those of Robinson+Cole or any other individual attorney of Robinson+Cole. The contents of this communication may contain
ATTORNEY ADVERTISING under the laws of various states. Prior results do not guarantee a similar outcome.

Robinson & Cole LLP | 280 Trumbull Street, Hartford, CT 06103

