CYBERSECURITY
Chicago Public Schools Notifying Students and Staff of Vendor’s Ransomware
Attack
The Chicago Public School system is in the process of notifying students, families
and some current and former employees that their personal information was
compromised as a result of a ransomware attack against a technology vendor,
Battelle for Kids. Read more
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ENFORCEMENT + LITIGATION
Data Breach Class Action Against Radiology Companies Dismissed for Lack of
Standing
Last week, New York federal judge Vincent L. Bricetti dismissed a data breach class
action against Northeast Radiology PC (northeast) and Alliance HealthCare Services
(Alliance) because the plaintiffs failed to allege a cognizable injury. Read more

Voiceprints and Biometric Litigation
According to a report published in March 2022 by Global Market Insights Inc., the
global market valuation for voice recognition technology will reach approximately $10
billion by 2028. As we know, many employers prefer and are already using (or
considering) voice-powered timekeeping systems over fingerprints, and consumers
are using voiceprint technology for health care apps, banking apps (and telephone
systems), and hands-free vehicle use. Read more

CHILDREN'S PRIVACY
FTC Adopts Policy Statement to Increase Scrutiny for COPPA Violations
On May 19, 2022, the Federal Trade Commission (FTC) adopted the “Policy
Statement on Education Technology and the Children’s Online Privacy Protection
Act" (COPPA), which calls for increased scrutiny for violations of COPPA by
education technology companies. Read more
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NEW + NOW
Small Businesses Don’t Recognize Risk of Cyber-Attack Despite Repeated
Warnings
CNBC surveys over 2,000 small businesses each quarter to get their thoughts on the
overall business environment and their small business’ health. According to the latest
CNBC/SurveyMonkey Small Business Survey, despite repeated warnings by
the Cybersecurity and Infrastructure Security Agency and the FBI that U.S.-based
businesses are at an increased risk of a cyber-attack following Russia’s invasion of
Ukraine, small business owners do not believe that it is an actual risk that will affect
them, and they are not prepared for an attack. The latest survey shows that only five
percent of small business owners reported cybersecurity to be the biggest risk to
their company. Read more

PRIVACY TIP #333
Chatbots Used to Steal Credentials
Many companies rely on automated chatbots, a popularly-growing form of data
collection, but some scammers are using this technology as a way to seemingly
legitimize phishing attempts. This week's Privacy Tip discusses some of the
techniques being used. Read more
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